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The MFSA ICT Guidance is aimed at all 
firms (large or small) operating in the 
financial services sector in Malta and is 
highly technical.  

The term ICT (which stands for Information 
and Communication Technology), refers 
generally and generically to all systems 
employed by firms to communicate 
internally and externally, promote and 
provide financial products and services to 
clients, report information to regulators, 
store and process data, etc.. 

The term Technology Arrangements 
refers to the particular ICT set-up a firm 
has in place which, naturally, varies from 
firm to firm depending on the type of 
financial products and services it offers 
to its existing or potential clients and 
the level of complexity of its systems 
and operations. Details and expanded 
definitions of the categories of ICTs and 
types of Technology Arrangements that 
firms might be employing can be found in 
Title 1 of the MFSA ICT Guidance.

The risks arising from the malfunctioning 
or misuse of ICTs and the potential 
vulnerability of Technology Arrangements 
are seen by EU regulators and the MFSA 
alike as reasons for regulatory concern 
regarding the stability of the Maltese 
financial system and the protection of 
consumers. 

In order to address such concerns, the 
ICT-related regulatory provisions are 
aimed at assessing the Technology 
Arrangements regulated firms have 

in place, identifying the ICT risks and 
vulnerabilities to which such Technology 
Arrangements may be exposed, and the 
development and implementation of 
measures to mitigate such risks. 

The MFSA ICT Guidance requires 
regulated firms to have in place a 
formalised ICT Governance and Strategy 
Framework, documented via ICT Policies 
and Procedures setting out the key 
processes to ensure the control and 
mitigation of risks arising from the use of 
ICT systems and the internet.

The ICT and Cybersecurity risks to which 
a firm is exposed are defined as its ICT 
& Security Risks and the process of pro-
actively managing and mitigating such 
risks is referred to as ICT & Security Risk 
Management, which must be a component 
of a firm’s corporate governance framework.

With many firms, these days, outsourcing 
their ICT functionality to third party 
service providers, the regulators see 
such outsourcing arrangements as an 
additional layer of operational risks to 
which such firms are exposed, which risks 
must also be mitigated appropriately. 

Consequently, the MFSA ICT Guidance 
contains an entire section (Title 5) of 
regulatory provisions covering the 
identification, assessment and mitigation 
of risks arising from ICT outsourcing 
arrangements. 

Compliance with the provisions of the 
MFSA ICT Guidance is compulsory for 
all MFSA regulated firms (as per the ICT 
Circular), and your firm must make the 
necessary amendments to its governance 
framework, policies, procedures and 
compliance arrangements to address 
these matters adequately.

The sections below summarise the key 
regulatory themes derived from the MFSA 
ICT Guidance, and are only meant to give 
you a general overview of the regulatory 
requirements arising from the MFSA ICT 
Guidance, and the substance of the ICT 
Questionnaire. 

This ICT client briefing note is just a 
summary, is not meant to and must not 
be used as a substitute to the MFSA ICT 
Guidance itself. 

This client briefing note has been prepared in response to the publication in December 2020 of the MFSA 
Guidance on Technology Arrangements, ICT and Security Management, and Outsourcing Arrangements 
(the ‘MFSA ICT Guidance’), the issuance of a related circular (the ‘ICT Circular’) and, more recently, the 
circulation by the MFSA to a number of regulated firms of an ICT questionnaire (the ‘ICT Questionnaire’). 
The ICT Circular amended the various MFSA rulebooks and made compliance with the provisions of the 
MFSA ICT Guidance compulsory for all relevant firms.

The MFSA ICT Guidance is highly technical and a difficult read 
for those who do not have an IT background or familiarity with 
emerging computer based technologies.

https://www.mfsa.mt/wp-content/uploads/2020/12/Guidance-on-Technology-Arrangements-ICT-and-Security-Risk-Management-and-Outsourcing-Arrangements.pdf
https://www.mfsa.mt/wp-content/uploads/2020/12/20201211-MFSA-Releases-its-Guidance-on-Technology-Arrangements-ICT-and-Security-Risk-Management-and-Outsourcing-Arrangements.pdf
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KEY REGULATORY REQUIREMENTS
Despite the common core regulatory themes and principles treated throughout the MFSA ICT Guidance, its practical 
application may be very different when applied to a small CSP with a handful of clients, compared to a credit institution 
offering online or mobile phone banking. Consequently, the MFSA allows for some flexibility and/or relaxation of the 
regulatory requirements depending on the size, nature and complexity of a firm’s operations. 

The management body of your firm 
is required by law to ensure that the 
firm has adequate internal governance 
and controls in place covering ICT and 
Security Risk Management, as part of 
your firm’s overarching operational risk 
management framework.  

Your firm must develop an ICT Strategy 
and an implementation programme, 
both aligned with the firm’s overall 
business strategy, which should define 
the interlinkages and dependencies 
between your firm’s business processes 
and operations and the ICT systems and 
Technology Arrangements your firm uses.

Whilst the design and implementation 
of the ICT Governance Framework and 
ICT Strategy may be delegated to an 
individual or department within your 
organisation, the management body of 
your firm remains ultimately responsible 
and accountable in front of the law for 
setting-up, approving and overseeing the 
implementation of the ICT Governance 
and Strategy, and of the ICT & Security 
Risk Management framework. 

ICT GOVERNANCE AND STRATEGY
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Your firm’s ICT & Security Risk 
Management framework must include 
processes that:

ICT & SECURITY RISK MANAGEMENT FRAMEWORK

The ICT Risk framework, as expected 
by the MFSA, must consist of three, so 
called, lines of defence. 

i. Under the structure envisaged 
by the regulator, your firm’s ICT 
Function represents the first line of 
defence responsible for managing 
your firm’s ICT & Security Risks. 
In regulatory jargon, the term 
ICT Function refers to the person 
or department in charge of your 
firm’s ICT systems, Technology 
Arrangements, processes and IT 
security operations. As the firm’s 
first line of defence, the ICT Function 
is responsible for managing the 
ICT & Security Risks they incur in 
conducting their activities on a day-
to-day basis.

ii. The second line of defence, as 
expected by the MFSA, should 
consist of an internal control 
function (independent from the ICT 
Function) responsible for oversight 
of the ICT Function, and for 
monitoring ICT and Cybersecurity 
Risks identification and mitigation. 
Given the complexity of the task and 
the need for specialist knowledge 
covering ICT systems, this control 
function may be performed in-
house or outsourced, but regard 
must be given to potential conflicts 
of interest. 

iii. The third line of defence of your 
ICT & Security Risk Management 
framework should be performed by 
your firm’s internal audit function.

- enable management to determine 
an appropriate risk appetite for ICT 
Risks; 

- identify and assess your firm’s ICT 
Risks;

- define mitigation measures including 
controls;

- monitor effectiveness of such 
controls;

- report to the management board on 
ICT risks and controls;

- identify and assess any new ICT risks 
arising from changes in ICT systems 
and processes.



© 2021 Aspida Group – All rights reserved

|  05Malta

In order for your firm to set up an 
effective ICT & Security Risk Management 
framework, the MFSA requires that 
you develop and regularly update an 
ICT & Security Risk map (risk register) 
identifying the reliance and dependencies 
of your firm’s business functions, roles 
and supporting processes on ICT systems, 
Technology Arrangements and the 
internet.

The regulator also expects firms to identify 
the so called information assets, defined 
as client data, ICT systems, people or third 
party ICTs supporting their core business 
and/or distribution channels, supporting 
essential governance processes and 
corporate functions, storing or processing 
of confidential or sensitive data, or 
providing baseline functionalities that 
are vital for the adequate functioning of 
the firm.

Such information assets include both 
intangible assets (such as software), 
or tangibles (i.e. hardware like server 
rooms) and must be classified depending 
on their criticality relative to the business 
function they support. 

The MFSA defines a function as critical or 
important, and therefore material where 
a defect or failure in its performance 
would materially impair:

- the firm’s continued compliance with 
the conditions of their authorisation 
by the MFSA; or

- the firm’s financial performance, or 
the soundness or continuity of its 
financial services and activities.

The adequacy of the classification of 
the information assets and relevant 
documentation must be reviewed 
every time risk assessments are being 
performed. 

The person responsible for managing an 
ICT asset (referred to by the regulator 
as the information asset owner) must be 
formally identified, as such, and be given 
accountability for the information asset 
and its classification. 

THE DEPENDENCIES OF YOUR FIRM’S FUNCTIONS, 
PROCESSES AND ASSETS ON ICT
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ICT Risks are broadly defined as those 
risks to which your firm is exposed and 
which may result in losses (financial 
or reputational) due to breaches of 
confidentiality, loss of client data, 
failure of integrity of systems and data, 
inappropriateness or unavailability of 
systems and data, or your firm’s inability 
to change IT systems within a reasonable 
timeframe and cost in response to 
changes in your operational environment 
or business requirements.

The type and nature of ICT Risks regulated 
firms face is as diverse as the firms 
themselves and depend on the nature of 
their business, the financial products or 
services they offer, their customer base 
and, indeed, the form of client interaction 
such firms employ. 

The ICT Risks specific to your firm must 
be identified and benchmarked against 
their criticality relative to your business 
processes, and documented in the form 

of an ICT Risk Assessment, which must 
be carried out annually, or at shorter 
intervals if required. The regulator allows 
some flexibility in respect of the depth, 
detail and intensity of the assessment 
depending on the size, structure and 
operational environment of your firm.

The results of the initial and subsequent 
annual ICT Risk Assessments must be 
reported to the management body of 
your firm, and to the MFSA.

As already mentioned at the beginning of 
this briefing note, under the law your firm 
must have an ICT Governance Framework 
in place consisting of appropriate internal 
controls to identify, monitor and mitigate, 
as briefly outlined above, the ICT Risks 
faced by your firm.

ICT governance arrangements must be 
part of your firm’s overall corporate 
governance framework, must be formally 
documented, reviewed and audited.

The MFSA requires that the governance 
systems and processes related to ICT 
Risks and controls be audited on a 
periodic basis by auditors with sufficient 
knowledge, skills and expertise in this 

field so that to provide independent 
assurance to the management body of 
your firm.

Your firm’s ICT Governance framework 
must document follow-up arrangements 
including provisions for the timely 
verification and remediation of critical 
ICT security findings of such audit.

ASSESSMENT OF ICT RISKS

ICT GOVERNANCE FRAMEWORK AND AUDIT
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Your firm must formally establish an 
independent Information Security 
Function (as described above) and 
nominate a designated person with direct 
responsibility for its running. The size of 
this function is dependent on the nature, 
scale, complexity and the ICT Risks 
exposure your firm is facing.

The role and responsibilities of the 
Information Security Function should 
include:

- Supporting your firm’s management  
body in defining and maintaining 
the Information Security Policy and 
control its deployment;

- Implementation of the Information 
Security Control Measures;

- Reporting to and advise your 
management body regarding ICT 
Risks and Information Security;

- Ensuring adherence to your firm’s 
Information Security Policy by third 
parties as service providers;

- Ensuring awareness of the provisions 
of your Information Security Policy 
by employees and third parties via 
training;

- Coordinating operational or security 
incident examination and reporting.

The ICT Risks outlined above may arise 
from the inherent malfunctioning of 
ICT Systems themselves, or may result 
from the negligent or deliberate misuse 
of such systems by own employees, 
subcontractors or third party service 
suppliers, or through the deliberate 
actions of cybercriminals using the 
internet as the gateway to your firm’s ICT 
systems.

In the context, cybersecurity threats and 
the vulnerability of your ICT systems 

represent an important ICT Risk factor, 
which must be assessed and mitigated 
accordingly. 

Under the rules, MFSA regulated firms 
must establish, maintain and implement 
an Information Security Control 
Framework defining and documenting 
the firm’s principles and rules so that to 
protect the confidentiality, integrity and 
availability of the firm’s and its customers’ 
information, and to mitigate the related 
ICT Risks. 

In front of the law your firm’s 
management body retains ultimate 
responsibility for the development, 
approval and implementation of your 
firm’s Information Security Control 
Framework.

INFORMATION SECURITY FUNCTION

INFORMATION SECURITY CONTROL FRAMEWORK
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An important component of a firm’s 
Information Security Control Framework 
required by the MFSA, is the Information 
Security Policy, which must be a formal 
document detailing the main roles and 
responsibilities for information security 
management at your firm, and setting out 
the requirements for people, processes 
and technology in relation to information 
security. 

The Information Security Policy is specific 
to each firm and should reflect the firm’s 
structure and operations. For instance, 
for firms offering payment services (the 
so called PSPs) the MFSA rules require 
that their Information Security Policy is 
drafted in compliance with the Payment 
Services Directive requirements.

Your firm’s Information Security Policy 
must be approved by your management 
board, and should be applicable, without 
exemption, to all your firm’s employees, 
subcontractors and third party service 
providers. 

In respect of subcontractors or third 
party service providers (whether or not 
such parties provide to you ICT systems 
or services) the relevant provisions of 
your firm’s Information Security Policy 
must be built into your contractual 
documentation with such third parties. 

In line with its Information Security Policy, 
your firm must establish, maintain and 
implement Information Security Control 
Measures aimed at mitigating identified 
ICT Risks, which must be monitored and 
updated periodically as part of your 
firm’s ongoing ICT Risk Assessments.

INFORMATION SECURITY POLICY

The minimum Information Security 
Control Measures, which your firm needs 
to put in place are briefly outlined in sub-
sections I. to V. below, and must include:

I. LOGICAL SECURITY

The term logical security refers 
to access control (identity and 
access management) measures to 
manage access to your firm’s ICT 
and information assets. Logical 
security measures, which your firm 
must have in place to comply with 
the law, consist of written protocols 
and procedures that must be 
implemented, enforced, monitored 
and periodically reviewed by your 
Information Security Function. 

The key control areas that logical 
security measures must cover are 
detailed in the relevant section of 
the MFSA ICT Guidance.

For those MFSA regulated firms who 
provide to their clients web based 
products or services, or mobile 
phone access via dedicated apps, 
logical security measures must also 
cover control arrangements for 
electronic or programmatic access 
to data and ICT systems (see Sub-
section III. below).   

II. PHYSICAL SECURITY

Physical security refers to access 
control measures to protect your 
firm’s premises, data centres and 
sensitive areas from unauthorised 
access, and from environmental 
hazards.

Under the MFSA rules, your firm must 
have in place policies, procedures 
and the associated controls to 
ensure that physical access to 
ICT systems is only permitted to 
authorised personnel.

A firm’s ICT infrastructure must be 
appropriately safeguarded against 
environmental hazard.

III. ELECTRONIC OR PROGRAMMATIC 
ACCESS TO DATA AND ICT SYSTEMS

Firms that offer clients on-line or 
mobile access to their systems via 
apps, must ensure that such access 
is limited to a minimum and on an 
as-needed basis. 

The use of such apps (in IT jargon 
referred to as ‘API’, which stands 
for Application Programming 
Interface) require robust protection 
through strong authentication and 
authorisation mechanisms.

The Information Security Policy, which is specific to each 
firm and should reflect its structure and operations, must 
be approved by the management board and be applicable 
without exemption to all its employees, subcontractors and 
third party service providers.
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 IV. ICT OPERATIONS SECURITY

The operational element of your 
firm’s ICT assets must be managed 
actively so that to minimise the 
effects of any ICT malfunctioning on 
the running of your business.

Your firm must have operational 
procedures in place covering ICT 
operational matters, which need 
to include, as a minimum, the 
following:

- Identification of operational 
vulnerabilities;

- Implementation of secure 
configuration baselines;

- Segmentation of your IT 
network and implementation 
of data loss prevention and 
recovery systems;

- Protection of endpoints 
including servers, workstations 
and mobile devices;

- Mechanisms to verify the 
integrity of software, firmware 
and data;

- Encryption of data at rest and/
or in transit (according to data 
classification).

V. SECURITY MONITORING

In addition to the provisions required 
under sub-sections I. to IV. above, 
your firm’s Information Security 
Policy must also include procedures 
to detect anomalous activities that 
may impact the firm’s information 
security and measures to respond to 
such events adequately.

Regulated firms must develop 
capabilities to detect and report 
physical or logical intrusion and 
breaches of confidentiality, data 
integrity and unavailability of the 
information assets.

To this end the security monitoring 
element of your firm’s Information 
Security Policy must include 
processes aimed at constantly 
monitoring and identifying ICT 
security threats and structural 
vulnerabilities.
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INFORMATION SECURITY 
REVIEWS, ASSESSMENT 
AND TESTING

Under the MFSA requirements, your firm 
must perform a range of information 
security reviews, assessments and tests to 
ensure effective identification of their ICT 
vulnerabilities, and weaknesses in their 
Technology Arrangements.

The MFSA ICT Guidance prescribes the 
types of ICT assessments and audits firms 
are required to perform, as well as the 
specific tests to be conducted to identify 
threats and vulnerabilities and the firm’s 
cybersecurity posture.

The guidance also sets out explicit 
requirements regarding the areas of ICT 
infrastructure classified as critical, and 
the level of resilience expected in respect 
of cybersecurity.

The MFSA reiterates that, under its 
supervisory powers, it may conduct 
thematic reviews on ICT security matters 
on any of the firms it regulates. Again, 
the level of engagement and oversight 
depends on each firm’s systemic risk level 
and the complexity of its operations.

INFORMATION SECURITY 
TRAINING AND 
AWARENESS

The MFSA ICT Guidance requires that 
your firm establishes and maintains 
(on an ongoing basis) training and 
awareness programmes covering ICT and 
Cybersecurity matters in accordance with 
your firm’s Information Security Policy, 
processes and procedures

Regulated firms must carry out such 
training programmes at least annually, 
and records of such training must be kept.  

ICT INCIDENT AND 
PROBLEM MANAGEMENT

The MFSA requires regulated firms to, 
part of their Information Security Control 
Framework, establish and implement 
an Incident and Problem Management 
Process to monitor and log operational 
and ICT security incidents and to enable 
them to continue or resume business 
functions and processes in a timely 
manner, when such disruptions occur. 
The MFSA ICT Guidance is specific in 
this respect and prescribes the elements 
and requirements of the Incident and 
Problem Management Process.

Regulated firms are required to have 
in place a classification system with 
appropriate criteria to categorise and 
distinguish between ICT operational and 
security incidents.

ICT PROJECT AND 
CHANGE MANAGEMENT

In the fast moving world of ICT 
infrastructure and the continuous 
emergence of new computer based 
technologies, regulated firms are 
expected to update, upgrade or change 
altogether their ICT solutions or 
Technology Arrangements on an ongoing 
basis.

In light of such developments the MFSA 
expects regulated firms to formalise 
their project or change management 
processes in the form of an ICT Project 
Management Framework, documented 
via an ICT Project Management Policy.

The MFSA ICT Guidance specifies 
explicitly the areas that the ICT Project 
Management Policy must cover.

ICT Risks arising from the establishment 
and implementation of ICT change projects 
must be identified, assessed and reported 
upon to the firm’s management body.

The rigours of a firm’s ICT change 
management processes must apply 
equally to ICT solutions acquired from 
third parties or developed in-house. 
The MFSA ICT Guidance goes into the 
specifics of various combinations of ICT 
systems and infrastructure, relevant only 
to those firms that use such solutions (i.e. 
business managed application software, 
robotic process automation and workflow 
automation tools, etc.).

The short of it is that regulated firms must 
establish, implement and document ICT 
change management processes so that 
to ensure that all changes to ICT systems 
are recorded, assessed, tested, approved, 
implemented and verified in a controlled 
manner. 



© 2021 Aspida Group – All rights reserved

|  11Malta

BUSINESS CONTINUITY

Under the MFSA rulebooks specific to 
each financial services sector and licence 
category, regulated firms are required 
to have in place a business continuity / 
contingency plan setting out the policies 
and procedures to be observed following 
the occurrence of an unforeseen 
disruptive event impacting on the normal 
functioning of the firm. These are also 
referred to by the MFSA as disaster 
recovery plans. 

Unsurprisingly, the MFSA ICT Guidance 
requires firms to have, as part of their 
business continuity plan, an ICT specific 
component to be activated so that to 
ensure the availability, continuity and 
recovery of, at least, critical ICT systems 
and services on the occurrence of a 
disruption event. 

The MFSA requires that such ICT disaster 
recovery plans are tested at least once a 
year, part of the firm’s business continuity 
plan testing.
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As it is quite common these days for 
firms to outsource their ICT functionality 
(ranging from basic email and internet 
connectivity, to complex cloud based 
computing and the use of APIs) the 
regulators see such sub-contracting 
arrangements as an intrinsic source of 
risks, which risks need to be controlled 
and mitigated appropriately.

It is worth noting that, even if  an 
ICT Service is subcontracted, the 
management body of the firm outsourcing 
that service remains fully responsible 
and accountable for complying with all 
regulatory obligations arising from that 
outsourcing arrangement;

The MFSA ICT Guidance contains a 
rather large section (Title 5) setting out 
their regulatory expectations in regards 
to outsourcing arrangements, which, in 
summary, cover the following points:

OUTSOURCING ARRANGEMENTS

I. ASSESMENT OF OUSOURCING 
ARRANGEMENTS

Prior to entering into an ICT service 
outsourcing arrangement (which 
then becomes a component of the 
firm’s Technology Arrangements), 
regulated firms must assess as to 
whether the respective service 
relates to a business function that is 
important or critical to the firm.

The risks arising from such 
outsourcing arrangement must 
be identified, assessed and 
documented accordingly and be 
included in the firm’s outsourcing 
risks register, a component of its 
overall risk matrix/register.

II. THE OUTSOURCING GOVERNANCE 
FRAMEWORK

MFSA regulated firms are 
expected to set up a governance 
framework covering outsourcing 
and outsourced services so that 
to ensure that the risks arising 
from outsourcing are mitigated 
appropriately. 

The outsourcing governance 
component must be documented 
and forms part of the firm’s overall 
corporate governance framework.
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III. OUTSOURCING POLICY

The key control mechanisms and 
internal processes designed to 
mitigate the risks arising from 
outsourcing must be set out in 
writing in an Outsourcing Policy, 
which, as a minimum should contain 
provisions regarding the obligation 
to conduct due diligence on the 
potential service provider, and the 
existence of a written outsourcing 
agreement.

The Outsourcing Policy must also 
document an Exit Strategy to be 
deployed should the counterparty 
fail to meet its contractual 
obligations under the outsourcing 
agreement.

IV. DUE DILIGIGENCE AND 
OUTSOURCING AGREEMENT

Prior to entering into an outsourcing 
contractual relationship with the 
third party proving the outsourced 
service (referred to as the service 
provider), the regulated firm must 
conduct appropriate due diligence 
on their potential counterparty, 
applying criteria defined in their 
Outsourcing Policy (so that to 
ensure the suitability of the service 
provider). The MFSA ICT Guidance 
is quite specific on the matter 
and prescribes the criteria to be 
considered when conducting such 
due diligence.

The contractual relationship in 
regards to critical or important ICT 
services outsourced to a service 
provider must be documented in an 
Outsourcing Agreement setting out 
the rights and obligations of both 
parties.

Again, the MFSA ICT Guidance 
is very specific and sets out the 
minimum terms and conditions 
that should be included in a firm’s 
standard Outsourcing Agreement in 
relation to ICT services.

You are strongly encouraged to consult your compliance 
officer and your chief information security officer/IT 
department before answering the ICT Questionnaire (should 
you have received one) and/or making amendments to your 
corporate governance framework, policies and procedures 
and compliance arrangements to address the changes driven 
by and required under the MFSA ICT Guidance. 

V. OVERSIGHT AND INTERNAL 
AUDIT OF OUTSOURCING 
ARRANGEMENTS

Regulated firms are required to 
monitor, on an ongoing basis, the 
performance of the service provider 
with regard to all outsourcing 
arrangements using a risk-based 
approach, and regularly update 
their risk assessment and, in any 
case, prior to the renewal of the 
outsourcing agreement (where this 
is a fixed term contract).  

The MFSA ICT Guidance also requires 
specifically that, in those cases 
where ICT services are outsourced, 
the regulated firm’s audit plan and 
programme must also include the 
audit of outsourcing arrangements 
of critical or important functions.

Florin Coseraru 
Aspida Advisory services 

florin.coseraru@aspidagroup.com



This client briefing note is intended merely to highlight issues and not to be comprehensive, nor 
to provide legal or regulatory compliance advice.

Should you have any questions on the matters outlined in this document, please contact us on 
+356 2010 6167 or at maltainfo@aspidagroup.com. For similar content please visit our website 
at www.aspidagroup.com
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